WNudopmanroHHas naMaTka s Y4eHUKOB
C KaXJpIM TOJJOM MOJIOJICKH B UHTEPHETE CTAHOBHUTHCS OOJIbINE, & IIKOJBLHUKH OJTHU U3 CAMBIX

AKTUBHBIX II0JIb30BaTese Pynera. Mexy Tem, TIOMUMO OIPOMHOI'0 KOJIMYECTBA BO3MOKHOCTEH,
MHTEPHET HeCeT U MpoOJIeMbl. DTa MaMATKa JOJDKHA TOMOYb TeOe 0€30IacHO HaXOAUTHCS B CETH.
KommnsrorepHsie BUPYCHI

KomnbroTepHblii BUpPYC - 3TO PAa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOTpamMM, OTJIMYUTEIBHOM
0COOEHHOCTBIO KOTOPOH SBISETCS CIOCOOHOCTh K Pa3MHOXKEHHIO. B 1omoiHeHHe K 3TOMYy,
BUPYCHI MOT'YT MIOBPEIUTH WM MOJHOCTHIO YHHUTOXHUTH BCe (PaiiyIbl M JaHHbIE, TOJJKOHTPOJIbHbIE
MI0JIb30BATENI0, OT UMEHHU KOTOPOTO ObLIa 3ammyllieHa 3apakeHHast IporpaMMa, a TakKe TOBPEeIUTh
WIN JaKe YHUYTOXXHUThH ONEPAMOHHYIO CUCTEMY CO BceMH (paiiamu B 1eiaoM. B GonbIimHCTBE
CIIy4aeB paclpOCTPAHAIOTCS BUPYChl U€pPE3 UHTEPHET.

MeTob1 32U TH OT BPEAOHOCHBIX ITPOTPaMM:

1. Hcnonb3yll COBpPEMEHHbIE OIEpallMOHHBIE CHCTEMbI, MMEIOIIUE CEPbE3HBI YPOBEHb
3alIUThI OT BPEIOHOCHBIX ITPOrpamm;

2. TlocrossHHO ycraHaBiuBaii mnatud (UM(POBBIE 3aIUIATKH, KOTOPHIE ABTOMATHYECKH
YCTAHABJIMBAIOTCS C IIeNIbI0 JOpabOTKH TPOrpaMMbl) M JAPYrHe OOHOBJICHUS CBOCH
orepalnnoHHOM cucteMbl. CkauuBail X TOJIBKO ¢ 0pHUIMAIBHOIO caiita pazpadorunka OC.
Ecnu cymecTByeT pexxuM aBTOMaTHYECKOr0 OOHOBJICHMSI, BKIIIOUH €r0;

3. Paboraii Ha cBOeM KOMITbIOTEpPE 0] IPaBaMH I0JIb30BATEIN, @ HE aIMUHHCTPATOpa. ITO
HE TIO3BOJHT OOJBIIMHCTBY BPEIOHOCHBIX MPOTPAMM HWHCTAJUIMPOBATHCS HA TBOEM
NIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Wcnonb3yil aHTUBUPYCHBIE TPOTPAMMHBIE TPOIYKTHI W3BECTHBIX MPOHM3BOJIUTENCH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub (pU3HYECKUN JOCTYI K KOMIBIOTEPY JUIsl IOCTOPOHHHUX JIULL;

6. Mcnonp3yil BHelIHHE HOCUTENU MH(MOpMAIMM, TaKUe Kak (Quielika, AUCK WK (ailn u3
WHTEPHETA, TOJIKO U3 MPOBEPEHHBIX HCTOUHUKOB;

7. He oTkpbIBail KOMIIbIOTEPHBIE (ailibl, MOJyYEeHHBIE U3 HEHAJECKHBIX UCTOUHUKOB. Jlaxe
Te (ailsibl, KOTOpBIE MPHUCIAT TBOM 3HAKOMBIN. Jlydille yTouHU y HEro, OTHPABIISI JIU OH
Tebe ux.

Ceru WI-FI

Wi-Fi - 370 He BU/I Mepeaun JaHHBIX, HE TEXHOJOTHsI, a BCEro JIuIbL Oper 1, mapka. Eme B 1991
roAy HHIEpJaHJICKas KommaHusi 3apeructpupoBana Openn "WECA", dyro o6o3Ha4ano
coBocouetanue "Wireless Fidelity"”, kotopsrii mepeBoauTCst Kak "0ecrnpoBoHast TOYHOCTH".

Jlo Hamiero BpeMeHH JoluIa Apyras abOpeBuaTypa, KOTopasl sIBISIETCS TaKOW K€ TEXHOJOTHEH.
Dto abOpesuarypa "WIi-Fi". Takoe Ha3BaHWe OBUIO JaHO ¢ HAMEKOM Ha CTaHAApPT BBICIICH
3ByKoBO#i TexHukH Hi-Fi, uTo B mepeBojie 03Ha4aeT "BhICOKAs TOUHOCTB'.

Jla, OecriaTHBI WMHTEPHET-IOCTYNl B Kade, OTEeNmsIX H adponopTax sBISETCS OTINIHON
BO3MO)KHOCTBIO BBIX0/Ia B MHTepHET. HO MHOTHE SKCIIePThI CUUTAIOT, 4TO 00IIeaocTymnHbie Wi-Fi
CETH HE SIBJISIOTCS O€30MaCHBIMH.

CoBeTslI 110 6€30MmacHOCTH paboTHI B 001IeI0CTYMHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro nuunyro nHpopMmauio yepe3 obmenoctynusie Wi-Fi cetn. Paboras
B HHX, JKEJIATEIbHO HE BBOJUTH MAPOJIU JIOCTYIIA, JIOTUHBI U KAKUE-TO HOMEPa;



2. Hcnonp3yih 1 OOHOBISH aHTHBHPYCHBIE MPOrpaMMbl M OpaHamayep. Tem cambIM ThI
oOe3omacuiib ceds OT 3aKaYKU BUPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnons3zoBanuu Wi-Fi otkimoun ¢yukiuio "OO0mmmit qoctyi K (aitiam u npuHTepam”.
Jannas (yHKOMS 3aKpbiTa 10 YMOJYAaHUIO, OJHAKO HEKOTOPHIE IO0JIH30BATENN
AaKTUBUPYIOT €€ JUIsl yA100CTBa HCII0JIb30BaHus B padoTe miun y4eoe;

4. He ucnonp3yit nyosnnunsiii WI-FI 1uig nepenaun nuuHbIX JaHHBIX, HAIPUMED JUISI BBIXOJA
B COI[MAJIbHBIC CETU WJIM B AJIEKTPOHHYIO MOUTY;

5. MHcnonp3yit ToabKo 3amuiieHHoe coeauaenue yepe3 HTTPS, a ne HTTP, 1.e. mpu Habope
BeO-aapeca BBoau uMeHHO "https://";

6. B MoOwmipHOM Tenedone otkmoun ¢pyHkuuioo "[logkmouenne k Wi-Fi aBromatudecku".
He nomyckaii aBTOMaTH4ecKoro MOJIKIIOYEHHS ycTpoicTBa K ceTssMm Wi-Fi 6e3 TBoero
coriacus.

CornuanbHble ceTu

ConuanbHble CETH aKTHBHO BXOST B HAIly XU3Hb, MHOTHE JIIOAM PabOTalOT U KUBYT TaM
MOCTOSTHHO. MHOTHE TOJIb30BaTe HE IMOHWMAIOT, YTO WH(OpMamus, pa3MElICeHHAs UMH B
COIMAIIBHBIX CETSAX, MOXKET OBITh HaWJeHa W HWCIOJb30BaHA KEM YroJHO, B TOM 4YHCIE He
00s13aTeNBbHO ¢ OJIaTUMH HAMEPEHUSIMH.

OCHOBHBIE COBETHI 110 0€30TTACHOCTH B COIIMATBHBIX CETAX:

1. Orpanuyb ciucok Apy3eil. Y Te0s B APY3bsAX HE JOHKHO ObITh CTyYalHBIX U HE3HAKOMBIX
JIFOJIEH;

2. 3amminail cBOIO YacTHYIO KU3Hb. He ykaswiBaii maponu, TenedoHsl, agpeca, 1aTy TBOETO
POXKICHUS M JIPYTyI0 JUYHYI0 HH(pOpManuio. 37I0yMBIIUIEHHUKH MOTYT HCIOJIb30BaTh
Jla’ke MH(OPMAIIHIO O TOM, KaK Thl M TBOM POJUTENH IUIAHUPYETE POBECTU KAHUKYJIbI;

3. 3amminail CBOIO pemyTalHio - Iep>KU €€ B UUCTOTE U 3a]iaBail cede Bompoc: XxoTen Obl Thl,
4TOOBI IpYTrHe MOJIb30BaTeNN BUAEIH, YTO ThI 3arpyxaeuib? Ilogymail, npexae yem uro-
TO OMYOJMKOBATh, HAMIUCATH U 3arPy3UTh;

4. Ecnu Tl TOBOPUIIB C JIIOJIbMHU, KOTOPBIX HE 3HAEIIb, HE HCIIOJIB3YH CBOE pealbHOE UM U
JPYTyIo JUUHYIO0 HH(GOPMALUU: UMsI, MECTO JKUTEIBCTBA, MECTO Y4eObl U MpoYee;

5. WM30eraii pazmemenus gororpaduit B UnTepHere, rae Thl M300paXxKeH Ha MECTHOCTH, 110
KOTOPOH MOXKHO ONPEAETUTh TBOE MECTOMNOI0KEHNUE;

6. Ilpu peructpaiuu B COILMAIbHON CETH HEOOXOAMMO MCIIOJIB30BaTh CIOXHbBIE MAPOJIH,
cocrosue u3 OykB ¥ (P U C KOTUIECTBOM 3HAKOB HE MeHee 8;

7. Jns couManabHOM CeTH, MOYTHl M JPYTUX CAWTOB HEOOXOAMMO HCIIONB30BaTh pa3HbIE
naponu. Torna ecnu Tedst B3JIOMAIOT, TO 3JIOYMBIIIICHHUKH MOJIYYaT JOCTYI TOJBKO K
OJTHOMY MECTY, a He BO BCE Cpazy.

DJNEeKTPOHHBIE AEHBI'H

DJEeKTPOHHBIE AEHBIU - 3TO 0UY€Hb YJO0O0HBIN CMIOCO0 TIaTeXeH, 0JJTHAKO CYILIECTBYIOT MOILICHHHKH,
KOTOPBIE XOTAT MOJIYYUTh 3TH JIEHBTU.

DJNEeKTpOHHBIE JEHbIM TOSBUINCH COBCEM HEIAaBHO M HMMEHHO H3-3a 3TOT0 BO MHOTHX
roCyJapcTBax J0 CHX TOp He IMPOIMCAHO MPO HUX B 3aKOHAX.

B Poccun e oHM (YHKIMOHHPYIOT M O HUX YK€ MPOMHUCAHO B 3aKOHE, TJIe UX pa3/IeisfoT Ha
HECKOJIbKO BHJIOB - aHOHMMHBIC U HE aHOHUMHEBIE. Pa3HUIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOpBIX paspeliaercs MpPOBOAUTH oOmepanud 0e3 HIACHTHU(PHUKAIMK I[0JIb30BaTeNsl, a B
HEAaHOHMMHBIX UACHTU(DUKAIIHS TT0IH30BATENS SBISETCS 00s13aTEIbHOM.



Taxoke cienyer pa3nuyarh MEKTPOHHBIE (PUATHBIE IEHBIU (PaBHBI TOCYIaPCTBEHHBIM BAJTIOTAM)
U JICKTPOHHbIE He(HATHBIE ACHBI'H (HE PaBHBI TOCY/IapCTBEHHBIM BAIIOTAM).
OcHOBHBIE COBETHI 10 0€30MacHOi paboTe C AIEKTPOHHBIMU JICHbTAMU:

1. TlpuBsxu K cuery MOOWJIBHBIH TenedoH. ITO camblii YIOOHBIH M OBICTPHIH CIOCOO
BOCCTaHOBUTH JIOCTYI K cyeTry. [IpuBsi3anHbIil TenedoH nmomoxer, eciau 3a0yaeiib CBOH
IJIATEKHBIN [1apOJIb WU 3al/IeIb HA CAUT C HE3HAKOMOTI'O YCTPOMCTBA;

2. Hcnonw3yit onHopasoBsle naposiu. ITocie mepexosa Ha yCHJIEHHYIO aBTOpH3alMio Tebe
y’Ke He OyZIeT yrpokKaTh OACHOCTb KPa)ky MJIM IepexBaTa IJIaTeKHOT0 Maposis;

3. Boibepu crnoxubli naposs. [IpectynHukam OyaeT He IPOCTO yragaTh CIOXKHBIM IapoJlb.
HanexxHble naposin - 3TO apoJii, KOTOPBIE COAECPKAT HE MeHee 8 3HAKOB U BKJIKOYAIOT B
ce0sl CTPOYHbIE M IPONMMUCHBbIE OYKBBI, HUPPHI U HECKOJIBKO CHUMBOJIOB, TAKHE KaK 3HAK
noiapa, GyHTa, BOCKIMIATENbHBIN 3HaK U T.11. Hampumep, $tROng!;;

4. He BBOIM CBOU JINYHbIE JaHHbIC HA CATaX, KOTOPHIM HE JI0OBEpsEIlb.

OneKTpoHHas 1o4Ta

ONEeKTpPOHHAs MOYTa - 3TO TEXHOJIOTHS U IPEAOCTaBISIEMbIE €H0 YCIYTM IO IEPECBUIKE U
MIOJyYEHUIO 3JIEKTPOHHBIX COOOILEHUH, KOTOpbIE paclpelessaoTcs B KOMIBIOTEPHOH CeTH.
OO0bIuHO JJIEKTPOHHBIN MIOYTOBBIM  SAIIUMK  BBINIAJUT CJIEYIOIUM obpazom:
UMS_TI0JIb30BATENA(@UMs_JloMeHa. Takxke KpoMme Mepelayd IpOoCTOro TEKCTa, HMeeTCs
BO3MOJKHOCTb IlepesiaBaTh (paiibl.

OcHOBHbIE COBETHI 110 0€30MacHOM padoTe C AIEKTPOHHOMN MOYTOM:

1. Hano BbIOpaTh NpaBUIIbHBIM MOYTOBBIN cepBUC. B MHTEpHETE €CThb OrpOMHBIM BBIOOD
OecryiaTHBIX MOYTOBBIX CEPBHUCOB, OJIHAKO JIyYIl€ JOBEPSTh TEM, KOTO 3HAellb U KTO
IIEPBBII B PEUTHHTE;

2. He yka3pBail B IWYHON To4YTe JMuYHyl0 wuHpopmanuioo. Hampumep, sydmie BBIOpaTh
"My3bIKaIbHbIN (aHaT@" nau "pokx2013" Bmecto "temal3";

3. Hcnonp3yit IByX3TalHY0 aBTOPU3AIMIO. DTO KOT'/1a TOMUMO MapoJis HY>KHO BBOJUTH KOJI,
npucbuIaeMblil mo SMS;

4. BpiOepu cioXHBIM maponb. JlJIs KaXJ0ro MOYTOBOIO SIIMKA JIOJKEH OBITh CBOM
HAJEKHBIM, YCTOMUMBBIN K B3JIOMY I1apOJIb;

5. Eciu ecTth BO3MOXKHOCTH HAamucaTh CaMOMY CBOM JIMYHBIM BOIMPOC, HCIOIB3YH 3Ty
BO3MO>KHOCTB;

6. HMcnonp3yli HECKOJIBKO TOYTOBBIX SIIUKOB. [lepBBIi Ui YacTHOW TEPENHMCKH C
azpecaTamMH, KOTOPBIM ThI JI0BEpsI€IlIb. JTO 3JIEKTPOHHBIM agpec HE Hal0 MCIOJIb30BaTh
IpU pEerucTpanuu Ha (opyMax U cairax;

7. He otkpsiBail (haiiibl U Apyrue BIOKEHUS B MUChMaXx, Aa)Ke€ €CIU OHU MPHUIIIH OT TBOUX
npys3eil. Jlydine yTo4HM y HUX, OTHPABJISUIM JIU OHU TeOe 3TH (hailbl,

8. Tlocne okoHuaHust pabOTHI HA IOYTOBOM CEpPBHUCE MEPE]] 3aKPHITHEM BKJIAJIKU C CAHTOM He
3a0yab HaxaTh Ha "Beriitu".

KuGepOyniauHr uiam BUPTyallbHOE U3EBATENbCTBO

KubepOynnuHr - mnpeciefoBaHue COOOIIEHUSMH, COJCPKAIIUMH OCKOpPOJIEHMS, arpecculo,
3alyruBaHKe; XYJIUTaHCTBO; COLMAIbHOE OOWKOTHPOBAHME C MOMOILBIO PA3IMYHBIX MHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI 110 00prOE ¢ KNOEPOYUIMHTOM:



1. He Opocaiicsa B 00if. JIyumuii cioco6: mOCOBETOBATHCS KaK ce0sl BECTU U, €CIIH HET TOTO,
K KOMy MOXHO OOpaTUTbCs, TO BHadajleé yCIIOKOUThbCS. EciM Thl HayHellb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO e1e OOJIbIe pa30skkKellb KOH(IHUKT;
2. Ymupasiusii cBoel KuOepperyTaimei;
3. AHOHMMHOCTb B ceTH MHuMas. CyIIecTBYIOT CIOCOObI BBIAICHHTH, KTO CTOMUT 32
AQHOHMMHBIM aKKayHTOM;
4. He cTouT BeCTH XyIUTraHCKUi 00pa3 BUPTYaIbHOHM kU3HH. IHTEpHET GUKCHPYET BCE TBOU
JNEUCTBUS M COXpAHSET UX. Y JAIUTh UX OyJIET KpailHe 3aTpyTHUTEIIBHO;
5. Cobnronait cBOIO BUPTYaJIbHYIO YECTh CMOJIOJNY;
6. Urnopupyil enunuuHblii HeratuB. OZHOPA30BbIE OCKOPOWUTENIBbHBIE COOOIIECHUS JIydlle
UrHOpUpoBaTh. OOBIYHO arpeccus NpeKkpaliaeTcs Ha Ha4yalbHOW CTa UM,
7. ban arpeccopa. B mporpamMmMax oOMeHa MTHOBEHHBIMH COOOIICHHSMH, B COIHAIBHBIX
CeTSAX €CTh BO3MOXHOCTb OJIOKUPOBKH OTIPABKU COOOIICHUH C ONpe/IeIeHHbIX aJJpeCcoB;
8. Ecnmm T1B1 cBumerens kubOepOyumnra. TBoum  ACWCTBUS:  BBICTYNIUTH INPOTHUB
IIpeciie10BaTelsl, 0Ka3aTh EMY, YTO €ro JIEHCTBUS OLIEHUBAIOTCSA HETaTUBHO, MTO/IIEPKATh
KEPTBY, KOTOPOM HYXHa ICHXOJIOTMYECKas IMOMOIb, COOOIIUTH B3pOCIBIM O (hakTe
arpecCUBHOIO MOBE/ICHUS B CETH.
MoOunbHbBIN TestehoH
CoBpemeHHbIe cMapTHOHBI U IUIAHIIETH COAEpKaT B ceOe BIIOJNIHE B3POCIHbIA (YHKIMOHAT, U
Tenepb OHM MOTYT KOHKYPHUPOBaTh CO CTAllMOHAapHBIMU KoMIlbloTepaMu. OJHAKO, CpelCTB
3aLUTHI )15 TO00OHBIX YCTPONUCTB MOKA 0Y€Hb Majlo. TecTupOBaHUE U MTOUCK ySI3BUMOCTEH B HUX
IIPOMCXOJUT HE TaK MHTEHCUBHO, Kak JuIst [1K, To sxe camoe kacaercss 1 MOOMIIBHBIX IPUIIOKEHUH.
CoBpeMeHHbIe MOOHMIIbHBIE Opay3ephl yKe NPaKTUYECKH JIOTHAIN HACTOJIbHbIE aHAJIOTH, OJHAKO
pacipenue (GpyHKIMOHaIA BIeYeT 3a c000i OOJBIIYIO CII0KHOCTh U MEHBIIYIO 3alUIIEHHOCTb.
Jlaneko He BCe TMPOM3BOJUTENN BBINYCKAIOT OOHOBJIEHMS, 3aKpbIBAIOIIME KPUTHUYECKHUE
YSI3BUMOCTH JUIsl CBOUX YCTPOMCTB.
OcCHOBHBIE COBETHI JIJIs1 0€301TaCHOCTH MOOMIILHOTO TeedoHa:
Huuero He sBisieTcst mo-HacrosuieMy OecrulaTHbIM. bByabs ocTopoxeH, Beab Koraa tebde
npeaaraT OecIyIaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKHUE-TO IUIaTHBIE YCIYTH;
Hymaii, npexxae dyem otnpaButh SMS, ¢oro nimm Bumeo. Thl TOYHO 3HAEUIb, TAC OHU OYIyT B
KOHEYHOM HUTOre?
Heo0xo1uMo 0OHOBIIATH ONEPALIMOHHYIO CUCTEMY TBOETO CMapT(OHA;
Vcnonb3yit aHTUBUPYCHBIE TPOrPaMMBbI JUIsI MOOMIIBHBIX TeIe(OHOB;
He 3arpy:xaii npuioxeHus: 0T HEM3BECTHOI'O UCTOYHUKA, BEb OHU MOTYT COJIEPKaTh
BPEJIOHOCHOE MPOrpaMMHOE 00ecIIeYeHue;
[Tocne Toro xak ThI BBIJIEIIb C caiiTa, riae BBOAWI JUYHYIO HHPOPMALIUIO, 3aiiI1 B HACTPONKU
Opaysepa u yaanu COOKIes;
[leproanuecku mpoBepsii, Kakue TUIaTHbIE YCIyT aKTUBUPOBAHBI HA TBOEM HOMEPE;
JlaBail cBoii HOMEp MOOMIIBHOTO TeliehoHa TOJIBKO JIIOASIM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEpSIEIIb;
Bluetooth momxken ObITH BHIKITIOUEH, KOT/Ia ThI MM HE IMoJb3yelbes. He 3a0biBail nHOTIA
IIPOBEPSATH 3TO.
Online urpsr



CoBpeMeHHBIE OHJIAH-UTPHI - 9TO KPACOUYHBIC, 3aXBaTHIBAIOIINE Pa3BICUCHUs, O0BEAUHSIONINE
COTHH THICSY YEJOBEK 10 BceMy MHpY. MIrpoKn HCClenyroT TaHHBIH UM MUp, OOIIAIOTCS APYT C
JPYTOM, BBIIIOJIHAIOT 33JJaHUsl, CPAXKAIOTCA C MOHCTPAMHU U [10JIY4aroT OIBIT. 32 Y0BOJIbCTBUE OHU
IUTATAT: TIOKYMAOT AUCK, OTUIAYMBAIOT Aa00OHEMEHT WJIM MPUOOPETAIOT KAKHE-TO OIIUH.
Bce ot cpenctBa uiayT Ha MOANEPKAHWE M PAa3BUTUE UTPHI, a TAKXKE HA caMy 0€30MacHOCTH:
COBEPIICHCTBYIOTCS CHUCTEMbI aBTOPHU3AIIMH, BBITYCKAIOTCS HOBBIC MaTud (IIU(POBBIE 3aIlJIaTKU
JUISL IPOTPAaMM), 3aKPBIBAIOTCSI YI3BUMOCTH CEPBEPOB.
B nonoOHBIX Urpax CTOMT omacaTrbcsl HE CTOJBKO CBOMX COINEPHHUKOB, CKOJIBKO KPaKd TBOEIO
napoJis, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3ALUU OOJIBITMHCTBA UTD.
OcHOBHBIE COBETHI IO 0€30IaCHOCTH TBOETO UTPOBOI0 aKKAyHTA!

1. Ecnum npyroit urpok Beaet ceds MI0X0 UM CO3/1aeT Tede HEPUSTHOCTH, 3a0JIOKUPYH ero

B CIIUCKE UTPOKOB;

2. Tloxamyiics aTMUHUCTpATOpaM UIPhl HA IJIOXOE MOBEJACHHE STOTO UIPOKa, JKEJIATeIbHO
MPUJIOKUTh KAKUE-TO JJOKA3aTeIbCTBA B BUJE CKPUHOB;
He ykasbiBail muunyto uadopMmaiuio B npodaiiie urpsi;
VYBakail Ipyrux y4aCTHUKOB II0 UTPE;
He ycranaBnuBaii HeopuMaabHbIe MATYX U MO/IBI;
Hcnone3yit ClI0kKHBIE U pa3HbIE IAPOJIH;

N o ok w

Jlaxxe BO BpeMsl UTPBI HE CTOUT OTKJIFOYATh aHTUBUPYC. [1oKka ThI Urpaeib, TBOH
KOMIIBIOTEP MOT'YT 3apa3uTh.
OUIIVHT WM Kpaska JIMYHBIX JTaHHBIX
OObIuHOW Kpaskel JeHer M JIOKyMEHTOB CEeTOJHSl YK€ HUKOTO He YJHMBHILb, HO C pPa3BUTHEM
MHTEPHET-TEXHOJIOTUN 3JI0YMBIIUIEHHUKH TMEPEMECTHJINCh B HWHTEPHET, U MPOJOJIKAIOT
3aHUMAaTbCA "MIOOUMBIM" IETTOM.
Tax nmosiBuIach HOBasl yrpo3a: HHTEPHET-MOILIEHHNYECTBA WM (DUIIMHT, IJIaBHAs LEelb KOTOPOro
COCTOMUT B MOJyYEHUU KOH(UICHIMAIBHBIX JaHHBIX IOJb30BaTeNIel - JOTMHOB U naposeil. Ha
aHrnuiickom si3pike phishing unrtaercs kak ¢umuHr (ot fishing - peionas nosins, password -
apoJib).
OcHOBHBIE COBETHI 10 60pbOE ¢ PUIINHTOM:
1. Crnenm 3a cBouM akkayHTOM. Eciu ThI oi03peBaeliib, 4TO TBOSI aHKeTa Oblila B3JIOMaHa,
TO HEOOXOAMMO 3a0JIOKUPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca 00 3TOM Kak
MOJKHO CKOpee;
2. Hcnonp3yii Oe3omacHble BeO-CalThI, B TOM YHWCIIC, HHTEPHET-MAara3uHOB M ITOMCKOBBIX
CHUCTEM;
3. Hcnonw3yii cloXHbIE W pa3Hble Mapoid. Takum o0Opa3oM, eciau TeOsl B3JIOMArOT, TO
3JI0YMBIIJIEHHUKH OJIy4aT JOCTYH TOJBKO K OJHOMY TBOEMY MPO(UIIIO B CETH, & HE KO
BCEM;
4. Ecnu Tebs B3IOMaIM, TO HEOOXOAUMO MPENYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpHIE
no0aBJeHbl y Te0s B IPY3bsX, O TOM, UTO TeOs B3JIOMaIM U, BO3MOXHO, OT TBOETO UMEHU
OyZIeT pacchliaThbCsl CllaM U CChUIKU Ha (DPUIIMHTOBBIE CalThI;
5. Vcranoru HagexHbii maposib (PIN) Ha MOOMIBHBIN TenedoH;
6. OTkiIrouM coxpaHeHue naposs B Opaysepe;
7. He otkpsiBaii (haiinbl U Apyrue BIOXKEHUS B MUCbMaXx, AaXKE€ €CJIU OHU MPHIUIA OT TBOUX
npy3ei. Jlydie yrouHd y HUX, OTIPABIISUTH JIM OHU Te0Oe 3TH (haiibl.



[udposas penyrauus
[udposas pemyramusi - 3TO HETaTUBHAS WU TO3UTHUBHAs wWHQOpMamus B ceThd O Teoe.
Kommpomerupytomas uHbopMaius, pa3MelicHHass B WHTEPHETE, MOXKET CEPhEe3HBIM 00pa3oM
OTpa3UThCs Ha TBOEH peanbHOW x)u3HH. "llmdpoBas penmyranus" - 3TO TBOH UMUK, KOTOPBII
dhopmupyercs n3 HHGOpMAIMK O TeOe B UHTEPHETE.
TBoe MecTo KHUTeNnbCTBa, yueObl, TBO€ (DMHAHCOBOE IOJIOKEHHE, OCOOEHHOCTHU XapakTepa U
pacckasbl 0 OJIM3KUX - BCE 3TO HAKATUIMBAETCS B CETH.
MHorue mOAPOCTKH JIETKOMBICIICHHO OTHOCSTCS K MYOJNWKAIMM JIMYHOW WH(OpManud B
WNuTepHere, He MOHMMAas BO3MOXKHBIX TIOCTIEACTBUN. ThI 1aXke HE CMOKEIIb 10TaaThCsl O TOM, UTO
dboTorpadus, pazMelieHHas S JIeT Ha3ajl, cTaja MPUYMHON OTKa3a MPUHATH TeOs Ha padoTy.
KommMmenTapuu, pazmenienre TBoux ¢gororpaduil u Apyrue AeiHCTBUS MOTYT HE UCUE3HYTh JaKe
MOCIIe TOT0, KaK Thl UX yAaiuIlb. Thl HE 3HACIIb, KTO COXPAHHII 3TY HH(OPMAIINIO, MTOTIalia JIU OHA
B TIOMCKOBBIE CUCTEMbBI  COXPAHHIIACh JIU OHA, a IJIABHOE: YTO MOJYMAIOT O TeOe OKPYKAIOIIHe
JIOJU, KOTOPbIEe HAUAYT U yBUIAT 3T0. HaliTu nHbOpMaIio MHOTO JIET CITYCTsI CMOXET JIt000ii -
KaK U3 T0OpBIX TOOYXACHUHN, TaK U C HAMEPEHUEM IPUUUHUTH BPea. TO MOXKET ObITh KTO YTOJIHO.
OcCHOBHBIE COBETHI 110 3aIIUTE HU(POBON PEIyTaALNU:
1. Tomymaii, mpexe 4em 4To-TO MyOJUKOBATh U MepeaaBaTh y cedst B O10re Win B
COLIMATILHOM CeTH;
2. B Hactpoiikax mpoduiis yCTaHOBU OrpaHUYEHHS HA MPOCMOTP TBOETO MPOQHIIL U €ro
COJIEPKUMOTO, C/IeJIai €ro TONbKO "[1s Apy3en";
3. He pa3memaii u He yka3biBail HH(OPMALIKIO, KOTOPAsk MOXKET KOTO-IN00 OCKOPOISITh UITN
00MXKaTh.
ABTOpCKOE IpaBo
CoBpeMeHHbI€ IKOJIbHUKH - aKTUBHBIE [10JIb30BaTeIN LU(POBOro mpocTpaHcTBa. OHAKO JaIEKO
HE BCE 3HAIOT, YTO IIOJb30BaHME MHOTHMH BO3MOXHOCTSAMHU LH(ppoBoro mmpa TpeOyer
coOJII0ICHUSI [TpaB Ha UHTEJIEKTYalIbHYI0 COOCTBEHHOCTb.
TepmMun "uHTe/IeKTyajdbHass COOCTBEHHOCTb' OTHOCUTCSI K  pa3IUYHBIM  TBOPEHUSIM
YeJI0BEYECKOr0 yMa, HauMHas ¢ HOBBIX M300pETeHMI U 3HAKOB, 0003HAYAIOUINX COOCTBEHHOCTh
Ha TPOAYKTHI U YCIYTH, W 3aKaHYWBas KHUTamH, (oTorpadusiMu, KUHOPUIBMAMU U
MY3BbIKQTBHBIMU TIPOU3BEICHUSMHU.
ABTOpCKHE IpaBa - 3TO MpaBa Ha UHTEIJIEKTYyaJbHYI0 COOCTBEHHOCTh Ha IIPOU3BE/ICHUS HAYKH,
JTUTEpaTyphl U HUCKYCCTBA. ABTOPCKHME IIpaBa BBICTYMAIOT B KayeCTBE TapaHTHH TOTO, YTO
WHTEJUICKTYaJIbHBIA/TBOPUECKUN TPy aBTOpa HE OyIeT HampacHbIM, JacT €My CIpaBeIIMBHIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysibTaTax CBOETO TPYAd, MOJYUYUTh U3BECTHOCTb U MPU3HAHUE.
Hukro 6e3 pa3pernienus aBTopa He MOKET BOCIIPOM3BOAMUTD €r0 MIPOU3BEIEHUE, PACIIPOCTPAHATD,
MyOJWYHO JIEMOHCTPUPOBATh, NPOJABaTh, WMIIOPTUPOBATh, IMYyCKaTh B TMPOKAT, MyOJIUIHO
WCIIOHSATH, TIOKA3bIBaTh/UCTIONHATH B d(pupe nnu pazmeniath B IHTEpHETE.
Hcnons3oBanne "mupaTckoro" mporpaMMHOTO 00eCIIeueHUsT MOKET MTPUBECTH K MHOTHM PUCKAM:
OT TIOTEPU JITAaHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKH TBOETO YCTPOMCTBA, TJI€ YCTAHOBJIEHA
HeJeranbHas mporpaMma. He ctout Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETATbHBIC H OeCIIaTHBIC
MIPOrPaMMBbI, KOTOPbIE MOKHO HATH B CETH.



